10 Questions Leaders
Should Ask About

Cybersecurity

How do you know if you are protecting
your company's intellectual property?

What are our most valuable assets? Do we have the capabhility to monitor,
What is ITs’ role in securing them? track and stop inappropriate use of
systems or potential security events?

Is there adequate protection in place if

someone wanted to steal or damage our Is there a documented paolicy with
valuable assets? What is our comfort appropriate controls for use including
level with that risk? company systems, resources and data?

3 Are we investing enough so that our Do we have a cyber-insurance policy
systems, network and data sources and what exactly is covered?

are always up-to-date and not a target

for determined hackers? Are employees trained on threat detection,

avoidance and reporting for potential

LI Do we actively consider cybersecurity malicious activity? How often is training
a part of major business decisions and updated?
transactions, such as MGA, partnerships,
new projects, new tools/software, l U How prepared are we? Can we recover
employees, etc.? from a cybersecurity incident financially

and technically while meeting regulatory
5 Are the right skills, technology, vendar requirements?
partnerships, training and communication
plan in place with a clear RACI outline for
cybersecurity?
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